Internet Explorer Security Setting Change

To enhance DPS Internet web site security, DPS has made decision to eliminate support for SSLv3 connections. Instead,
TLSv1, v1.1 or v1.2 is required.

A new message has been posted on IBC home page regarding the security change as shown in Figure 1.
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T — LADPS no longer supports SSLv3 connections and TLSv1, v1.1 or v1.2 is required.
a0 Welcome to the Louisiana State Police Internet Background Check website. If you are a site member, you can access the site by clicking Sign In on
Contacts the menu to the left. If you wish to register with this site, click Register.
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Figure 1 IBC home page

IBC users should make corresponding adjustment in their Internet Explorer by following the steps listed below:

Open Internet Explorer.

Choose Tools -> Internet options (Figure 2)

In Internet Options window, click Advanced tab

Scroll all the way down to Security Category, uncheck Use SSL 3.0, check Use TLS 1.0, 1.1 & 1.2 (Figure 3)
Click Apply and OK button.
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| General | security | Privacy | Content | Connections | Programs | Advanced |

Settings

[+ Empty Temporary Internet Files folder when browser is ¢l »
[¥] Enable DOM Storage

|| Enable Integrated Windows Authentication™

E Enable memory protection to help mitigate online attacks®

==

[¥] Enable native XMLHTTP support

[ | Enable SmartScreen Filter
[ Enable strict P3P validation™
=

| |
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[l 3 umﬂcm'dress mismatch™ 1=

[ ] warn if changing between secure and not secure mode |

| Warn if POST submittal is redirected to a zone that does | =
< | 111, | 3
*Takes effect after you restart your computer

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default
condition.

You should only use this if your browser is in an unusable state.

: 0 some settings are managed by your system administrator,
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Figure 3 Internet Option Setting



